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Forum Minutes March 14, 2006    


Attendees at CORE Forum:     Brandy Barnett, Sabrina Broadway, Agnes Brown, Micheal Budd, William Carr, Dottie Cass, Lisa Crossman, Judi Davis, Janine Dean, Granville Freeman, Allison Hardy, Denise Harmon, Michelle Harrison, Noreen Herren, Callye Burk Holmes, Ian Houston, Kim Johnson, Maurice Jones, Winston Jones, Tina Karaberis, Bev Kartheiser, Benjamin Lang, Jill Lewis, Jenny McDade, Barbara Moreno, Cecelia Myers, Carol Parr, Libby Rawlins, Laurie Ross, Michelyn Russell, June Stanford, John Stone, Tracy Sullivan, Jennifer Taylor, Mitzi Teal,  Peggy Walker, Marie Washington, Robin Washington, Cathy Wendholt-McDade, Pat Williams, Jackie Wright, Pat Wynn

Welcome Introduction

Lisa Crossman called the CORE Forum meeting to order. Ben Lang offered the invocation and led the Forum in the recitation of the Pledge of Allegiance.  Following a review of the minutes a motion was made, seconded, and passed to approve the minutes for the February 14, 2006 CORE Forum.  

Program:  Internet Predators; Information Safety
Alex Kirkland, Investigator, Criminal Investigations Divisions, Douglas County Sheriff’s Department provided the program on Internet Predators. Uses of the internet vary, although most of the use is for interaction with others, for entertainment, or personal information.  We are going to see how quickly someone can identify an individual online and trace where they are in the natural world.  A law enforcement officer went online to see how quickly someone can be identified.  Although this case has been updated some, it is a good example of how predators are able to gain information on their victims. He chose one of the names in a chat room.  The username (or screen name) is Amanda01.  What could that name tell him about the person? Answer: Gender. Then he decided to check the member’s profile to see if Amanda01 had provided any personal information.  Most Online Services and Internet Service Providers have user directories where members can get to know one another and discuss shared interests.  A child predator can search for information about a child by looking for the child's Member Profile.   Many Online Service and Internet Service Providers (ISPs) have member directories that provide personal data, sometimes without the member’s knowledge or consent.  Online Services and many ISPs seek to create a user friendly and enjoyable atmosphere for their users. For Instance, AOL enables members to learn more about other members they may meet online. Unfortunately, child predators can use this same service to determine if potential victims have created profiles.  He entered her screen name, and retrieved A Profile of Amanda01.  A Profile can provide a considerable amount of information about a member. If the child is within the online service area, the predator can locate and follow the child wherever they go within the service. In addition, a predator can harass and frighten a child by sending email or instant messages with a simple click of a button.   He found out several pieces of personal information.  Let’s see what we know from what we’ve looked at so far: the member is probably a child, with hobbies (collecting beanie babies). With this information, someone could pretend to be another child with the same interests and make you think you have a lot in common.  You would think that they could be your new best friend if they were chatting about exactly what you like and dislike!  We know there is a baby brother named Billy, Jr. (which also tells us something about the dad’s name).  And we know the email address because in America Online (AOL), the email address is the screen name plus “@aol.com”, so her email address is Amanda01@aol.com. Now, using the email address, a predator can then find out more information.  Next, he searched for any newsgroup postings that Amanda01 has put online.  Internet search engines such as Deja News and AltaVista enable online users to search for newsgroup messages.  This is a valuable tool for getting help and opinions on various newsgroup topics. But, like other Internet services, these search engines can be misused to delve into the private lives of children.  By selecting the "Power Search" option a predator can narrow his search to isolate messages by the child.  Messages may contain opinions or questions but are also used to buy, sell and trade (much like a local newspaper).  The information is not limited to a certain individual or even to subscribers of the newsgroup. Anyone with access to the Internet can view nearly any message posted on the Internet.  He found that Amanda is looking for Beanie Babies.  She wrote her phone number in this posting.  She also gave another name (maybe her mother?) and a time that might be when her parents come home from work.  Let’s look at all the information we have in just 12 minutes: we know the child’s first name, she is a girl, she collects and trades beanie babies, her mom’s first name, the phone number and maybe when the mom comes home from work, and she lives on the East Coast (EST).  There are many Internet "people finder" services that allow for searches using as little as one variable. With a child's telephone number a predator can determine the child’s address. He added the phone number in a www.google.com search and he found the child’s address. The Predator used Mapquest to get directions to her house.  Most of these services are needed and valuable. What's important to remember is that in general these services can't be abused if the abuser has no starting point.  The predator is actually adding links to a chain that leads directly to the child's doorstep.  He was able to find her dad’s name and her address.  The map can zoom in or zoom out revealing the surrounding areas or focusing on the immediate vicinity. The detail can also be regulated. The predator even has the ability to map a route to the child's house.  Now, after 14 minutes, let’s see what we know: we have found her last name, we know her dad’s name, her address, we have a map to her house; he then looked at a realtor’s site to find out what schools are near her home.  He could go to those school web pages and find their locations. So in less than 20 minutes, enough was found out about this child that she could be in danger.  We know Amanda is a young girl named Amanda Welch.  We know Amanda’s email address and her hobbies.  She has a baby brother, named Billy Jr.  We know she collects and trades beanie babies.  We know her parents’ and brother’s full names.  We have her phone number and address and know when mom comes home from work.  We have a map and directions to her house.  We know what schools she may attend.  All this in less than 20 minutes. So, as you can see, using free online services we were able to find a disturbing amount of information about a child. If you think this is frightening, just remember that many online predators have access to and knowledge about many more Internet resources. 

Have you ever written anything on the internet that could give someone an advantage over you?  If so, you should change your screen name and maybe your email address and start over.  Privacy is valuable and should be protected like your other valuables.  Those you meet online should not be referred to as friends.  They may be ‘cyberpals’, but you never know who that individual really is.  Never meet someone in person that you met online unless you are in public place and are accompanied by someone.  Don’t go to the person’s home, don’t give them your address to come to your home, and don’t get in a car with the person.  BE SUSPICIOUS OF ANYONE WANTING TO MEET YOU….DO NOT BE FLATTERED, BE SCARED! Screen names should not give clues about you.  Can you tell why the following are poor examples or screen names and could tell strangers information about the child?  Davey1192 (name, boy, birthday 1-1-92 or 11-92, house number, part of SS# or phone number); Center21bulldogs (football position, number on jersey or age, team name); Lucy Waycross (female from Waycross, Ga).  When you choose a screen name or an email name, be sure to choose one that does not give out information about you.  For example, don’t use your real name, don’t use your birth date or the number on your jersey, and don’t use your city.  Try to choose names that won’t let someone know your age or whether you are a boy or girl.  There is a Georgia girl named Shannon that uses the name “ShannonScreenName”.  She thought that was cute, but it tells too much about her.  Good examples of screen names are not clear whether these are boys or girls and the names do not tell you their real names, ages, location, or other personal information.  
Do not give true information on profiles in services like AIM or Yahoo Profiles.  In the example presented Amanda01’s profile has links to pages about the individual, her family, her best friend, other girl friends, and her friends from church.  This gives much too much information about herself and her family and friends…enough to put them all at risk.  Often profiles have links to online diaries. Girls give too much information on the front page of their online journals.  Online journals are like diaries.  However, diaries have historically been locked from others.  Online diaries are the opposite, open to everyone.  Individuals post feelings, personal information, interests, information about others, etc.,…the possibilities are unlimited when it comes to the amount of information disclosed.  There are groups to which journal writers can belong. Some groups are associated with a city.  Hundreds of profiles and personal entries are on this type of group.  This type of harvest of screen names and links can be a dangerous thing in the hands of a predator, who now knows almost 200 individuals that he/she can track and with whom he may choose to communicate.  There are other blogging, or online journal, sites found on the Internet.  Xanga is popular in our area, and thefacebook.com is popular in the colleges.  They are all harvest grounds for information and a predator’s paradise.

Other ways that information is disclosed is through scams and hoaxes, such as forms that harvest your information, chain letters, hyperlinks within emails that get you to go to another page to fill out information, and phishing emails – the newest hoax used to get information.  In phishing schemes, you may get an official looking email from a service that you have (i.e. bank, ebay account, credit card account, etc.).  This email will explain that you must update your information by going to the website.  The website it takes you to looks official as well, and requires you to put certain information into it, such as your account number or password.  The email may even have a phone number to call...but it may be bogus as well. Don’t call that number, look at your bill or phone book and call the number there.  Don’t go to the website.  

If you forward an email, you will send all the addresses from the previous mailing.  This is one way your email information is given out by people other than yourself, and one way you disclose friends’ and family members’ email information.  If you want to forward something, cut and paste the text into a new email.  Send it to yourself and blind carbon copy everyone else. Or you can put the addresses in parenthesis in the cc box.  This is the same as blind carbon copying the individuals.  

Be careful when posting your picture on a website, in a journal, on a profile, through email or by cam.   It can be morphed by someone that chooses to harass you or cyberbully you.  Or it can be printed and carried by someone you don’t know.  If you send a pornographic picture or movie of yourself, it may easily be sent to other predators through their networking.  You can never get an image back after you’ve sent it, so it’s best to only send an image to those that you know in person and trust to have your best interest in mind.

Only include screen names of people you know in person in your Buddy List  If you go in a personal chat with your buddy, and other names are there you don’t know, be careful what you say.  Don’t open attachments if you don’t know the person who sent them, or if the person who sent them did not tell you they were sending you an attachment. Don’t follow links in emails, especially spam emails.  Don’t download programs/games/files/music or use a disk that has not been scanned for viruses.  Update anti virus software.  Use firewalls.  Talk to your children about internet safety, online predators, and information safety.
The RULE:  If it is wrong or illegal to do in your natural life, it is also wrong or illegal to do in cyberspace. Uploading or creating computer viruses, electronic vandalism, cheating with technology, cyberbullying, plagiarism, video or audio pirating, and copyright violations are illegal activities that can result in criminal prosecution such as imprisonment, steep fines, and loss of computers or other equipment. Be careful of sites you view, chats you engage in, cams you accept; you can get involved in activities that distort your perceptions and take you away from those that really know you and care for you. Materials online to avoid:  inappropriate sites (e.g. pornography, racist or hate sites), dangerous subjects (e.g. bomb designs), illegal material (e.g. child pornography, stolen credit card numbers).  In fact, if an illegal site is accessed, you should leave the computer on but turn off the monitor and report it to the local authorities; because even having such information in the computer is illegal. 

Other Information Safety Tips:    Carry only the cards (credit and ID) that you need to have with you; file others in a safe place at home. Sign your credit cards immediately. Do not carry your social security card with you. Keep it in a secure, safe place. Do not attach a pin number or social security number to any cards you carry with you. Do not attach or write a pin number or social security number on anything you are going to discard (e.g. a receipt). Shred any document that contains your credit card number before you discard it. Check receipts to ensure you received your own and not someone else's. Alert your card issuer if you do not receive your statements. Someone could have taken them from your mailbox and could be using your credit card number. Do not give personal information or account numbers to anyone until you have confirmed the identity of the person requesting the information and verified that you need to provide them with the information. Frequently check your credit report or subscribe to Equifax Credit Watchtm to monitor your credit file daily and be alerted of changes that can be an early warning of identity theft, such as new account openings or changes to your address. 

Care to Share
Prevent Child Abuse Douglas will host the Annual Community Awareness Rally Saturday, April 15, 2006 from 11am to 4pm at the Alice Hawthorne Center in Jessie Davis Park.  All organizations are welcome to provide information to the community. 
Saturday, March 18th Tanner Behavioral Center will sponsor a health fair at Arbor Place Mall.    All are invited.  Contact Allison McClendon or Janine Dean for additional information.
Communities In Schools is sponsoring a speaker on March 30, 2006. Subject:  “Ways to protect your teens and guide them to make choices toward success”.  Mentor training will be held at 4pm today at the BOE office.  If you have at least four employees who want to be trained as Mentors, CIS will come to your business.  Please visit DC24 the Educational Cable Channel.

Everyone is invited to attend the Special Olympics from 9:30a-1:30p at Chapel Hill High School on March 31, 2006.  See John Stone for additional information.  Volunteers are needed.

Douglas County Kiwanis Club is sponsoring the Sweetwater Triathlon on June 3, 2006.  This the primary fundraiser for the Kiwanis and helps them to sponsor the Douglas County Special Olympics.  The Triathlon consists of a 200 yard swim, 10 mile bike ride and 5k run from 8am – 12pm.  Register online at www.coolrunning.com
Relay for Life will be held April 28th at Lithia Springs High School.  March of Dimes events will be April 29th at Douglas County High School.  

Live Healthy Douglas’ monthly meeting will be April 13, 2006 at 11:45a.m. at Fire Mountain.  The topic in April is asthma.

Friday, March 24th, the United Way’s Annual Volunteer Recognition Breakfast will be held in the Greystone Auditorium. RSVP with Kathe Eisenmann  770.949.9487.

Prevent Child Abuse Douglas is having a membership drive.  For $25 you can become a proud member of PCAD.  See any PCAD board member or Amanda for additional information.

Thank you to the Sheriff’s Department for Lunch today.

Thank you to Barbara Moreno for inviting Douglas CORE and other social service organizations to present at the Leadership Douglas training this month.

Meeting adjourned.
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